Poczta elektroniczna

* Poczta elektroniczna w protokole TCP/IP nie stanowi pojedynczego protokotu a raczej ich zestaw,
wraz z dodatkowymi komponentami takimi jak np. sposob wtasciwego adresowania

» Pomyst poczty elektronicznej jest jednym ze starszych idei Internetu i znajduje swe poczatki w
latach 70-tych XX wieku

* Elementy systemu poczty elektronicznej: standard wiadomosci e-mail, przesytanie poczty (do
serwera pocztowego odbiorcy), jej ew. przetworzenie i odbiér przez adresata

* Protokoty: transport poczty — Simple Mail Transfer Protocol (SMTP), odbiér poczty — Post Office
Protocol (POP) lub Internet Message Access Protocol (IMAP)
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Sender

o)

E-Mail
Reader/Editor &
POP/IMAP Client

e POP/IMAP Server

!

!

Recipient

[

POP/IMAP Server jul

Local
E-Mail
Spool

Server
File
System

E-Mail
Reader/Editor &
POP/IMAP Client

!

!

!

!

Server
File
System

SMTP
Client

SMTP
Server

f—b

Local
E-Mail
Spool

!

!

SMTP
Server

pa—

SMTP
Client

Sender's Local
SMTP Server

Recipient's Local

Sender's Client SMTP Server Recipient's Client



Przesylanie poczty:

To: bob@b.org To: bob@b.org
From alice@a.or From alice@a.org

Dear Bob. ... Dear Bob. ... is.

Alica's MUA

SMTP

To: bob@b.org
From: alice@a.org

Dear Bob. ..

e Internet

mx.b.org

pop3.b.org

MX for b.org~

hs.b.org

Struktura wiadomosci e-mail

* Nagtéwek

— Date (data wystania)

— To, CC (kopia), Bcc (tajna kopia)

— Reply-to (odpowiedz slij pod adres)

— In-reply-to, References (identyfikator pierwotnej wiadomosci na ktérg
odpowiadamy i wiadomosci powigzanych)

— Message-ID (unikalny identyfikator)

— Subject (temat)

— Received (otrzymano od — dodawane przez serwery na sciezce
wiadomosci)

— Content-type — pozwala na przesytanie tresci o roznorakim
charakterze zgodnie ze standardem MIME (ang. Multipurpose Internet
Mail Extensions)

* Pusta linia

* Tres¢ wiadomosci



Protokét SMTP — dialog na porcie 25

SMTP Sender

1. Establish TCP
Connection To Receiver

3. Receive "Ready"” Reply,
Send EHLO Command

5. Receive "OK" Reply,
Process Acceptable
Extensions; Connection Open

(Mail Transactions)

i. Done With Mail Transfers,
Send QUIT Command

iii. Receive "Goodbye" Reply,
Close Transmission Channel

SMTP Receiver
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Transfer poczty w SMTP

SMTP Sender

2. Establish TCP Connection,
Send 220 "Ready"” Reply

4. Receive EHLO, Send 250
"OK" Reply With List Of
Supported SMTP Extensions

(Mail Transactions)

ii. Receive QUIT, Send 221
"Goodbye" Reply, Close
Transmission Channel

1. Begin Transaction:
Identify Sender
Using MAI/L Command

3. Receive "OK" Reply;
Identify Recipient
Using RCPT Command

5. Receive "OK" Reply;
Begin Data Transfer
Using DATA Command

7. Receive Intermediate
Reply; Send E-Mail Message
Headers and Body

Send "." By Itself To Indicate
End of E-Mail Message Body

9. Receive "OK"™ Reply; Mail
Transaction Complete

SMTP Receiver
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2. Receive MAIL; Begin New
Transaction, Send 250 "OK"

4. Receive RCPT;
Send 250 "OK" Reply

6. Receive DATA;
Send 354 Intermediate Reply

8. Receive and Store E-Mail
Message Lines

Receive "."; Store E-Mail
Message, Send 250 "OK" Reply




Odbiér poczty na przyktadzie POP3 - autoryzacja

POP3 Client

1. Establish TCP
Connection To Server

3. Receive "Ready" Reply,
Send User Name

5. Receive Reply,
Send Password

7. Receive "Greeting”
Reply, Transition to
TRANSACTION State

+0OK
PASS *%kkkkk

+0K POP3 server ready
USER jane(@somewhereelse.com
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POP3 Server
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+0OK jane@dsomewhereelse.com has 3 messages

2. Establish TCP Connection,
Send +OK "Ready" Reply

4. Receive User Name,
Send +OK Reply

6. Receive Password, Send
+O0OK "Greeting” Reply With
Number Of Inbox Messages

Pobieranie wiadomosci w PO

POP3 Client

1. Request Mailbox Status
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3. Receive Statistics; Request
List of Messages In Mailbox
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5. Receive Message List,
Retrieve Message Number 1
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7. Receive Successful Reply,
Delete Message 1

9. Receive Successful Reply,
Retrieve Message Number 2
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11. Receive Successful Reply,
Delete Message 2

13. Receive Successful Reply,
Perform Other Transactions...
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2. Receive STAT, Send +0OK
Reply, Mailbox Size and
Number of Messages

4. Receive LIST; Send +OK
Reply, List of Message
Numbers and Sizes

6. Receive RETR;
Send +OK Reply, Then
Message Text

8. Receive DELE; Mark
Message For Deletion,
Send +OK Reply

10. Receive RETR;
Send +OK Reply, Then
Message Text

12. Receive DELE; Mark
Message For Deletion,
Send +OK Reply

STAT

+0K 2 574
LIST

+0OK

1 414

2 160

RETR 1

+0OK

(Message 1 is sent)
DELE 1

+0OK message 1
RETR 2

+0OK

(Message 2 1s

deleted

sent)

DELE 2
+0OK message 2
QUIT




