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Gtowne pytania

m Co to jest ?

® Po co nam routing?

# Jak go zrealizowaé ?

#t Czy mozna lepiej ?

WAN, LAN - CISCO

Accessing the Ciszo 108 on a Device

Talnet Access

Router

Urzadzenie sieci WAN

lkena Definicja
Router Urzadzarie warstwy 3
wyposazone w porty intersieci
I porty nterejsu WAN

Routery tgcza ze sobg dwie sieci, umozliwiajg ich
wzajemng komunikacje i okres$lajg najlepsza sciezke dla
danych przesylanych przez potgczone sieci.

Moga by¢ stosowane zaréwno w sieciach WAN jak i LAN

Router

Segment 2 Segment 1

Koncentrator Koncentrator

Koncentrato,

Koncentrator

Segment 3 Segment 4

Router

Routery wymagajg oprogramowania IOS (ang.
Internetwork Operating System).

Routery korzystajg z protokotéw routingu do okreslenia
najlepszej $ciezki dla pakietow.

Pliki konfiguracyjne zawieraja instrukcje i parametry
sterujgce przeptywem komunikacji do i z routeréw.




Router — elementy skltadowe

Interfo|sy
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Wewnetrzne podzespoty routera

[ Jromaux [ Partkansali
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ukladem UART P 25242525
s
PCMTIA | Porty asyrich =
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gL | = zarzadzania

Uklad ASIC el
Ferty ora
- WA | 1REE
eyata ) ' Karty clrkl | kary
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EEzi{Re] DRAM ‘I WAH Zaslacz
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Wewnetrzne podzespoty routera

T T T
Modut SIMM  Famigc Boot  Moduty DIMM
pamieci blvshowei  ROM pamieci RAM

Wewnetrzne podzespoty routera - porty

Porty szeregowe

P
FastFthamet konsoli pomocniczy  zasilania przewndu
zasilania

[ | |
J Port Port Wiacznik Poigczenie

Konfiguracja routera

Router moze by¢ konfigurowany:

« Za posrednictwam portu konsoli;

« Poprzez sie€ IP, za pomocg programu Telnet;
* Poprzez potaczenie telefoniczne z modemem.

Porty konsoli

Part kansali Flacze

Kabel do Przjécidwka 2 Komputer
konsol RJ-45na D3-9
(roloveri —
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' Porty konsoli Porty konsoli

Pa'F'ametry w oprogramowaniu emulacji terminala na
komputerze PC:
¢ odpowiedni port COM,
* 9600 boddw,
¢ 8 bitéw danych,
« brak bitu kontroli parzystosci,
¢ 1 bit stopu,
« brak kontroli przeptywu.

Pert pamoacninzy Zlacze RI-AE

Podigcz ztgcze RJI-45 kabla rollover do portu konsoli routera.
Podtgcz drugi koniec kabla rollover do przejsciéwki RJ-45 na

Kabel do Przejsciowka  Mocem DB-9.
P 2R45na Podigcz Zenskie ztacze DB-9 przejscidwki do komputera PC.

» router - HyperTerminal
Pk Cdycia ‘widok Wywolanie Transfer Pomcc

Ol 131 olis] i System operacyjny Cisco 10S
2 |
el "c')programowanie sterujgcym routingiem i przetgczaniem
w urzgdzeniach sieciowych.
Lkzbuﬁm[m—ﬂ
N | « Urzadzenia wyposazone w system Cisco I0S posiadajg
wiasciwie trzy sSrodowiska operacyjne!
Fazyslodés| arak = * tryb ROM monitor,
] — * tryb Boot ROM,
s *tryb Cisco |10S.
cptpuen: | ~ |
pizephywam:
« Dogtebne zrozumienie zasad dziatania systemu IOS jest
iz s bardzo wazne dla administratora sieci.
[0k ] o | Zastosi |

; ' Tryb uzytkownika i uprzywilejowany

System operacyjny Cisco I0S

Press BETURH to gelt started.

J Tryb uzytkownika (znak >) |

Roatexr(coniig)

Router>
Routerz-enahle
Enter password:

Routers| ‘/”1 Tryb uprzywilejowany| (znak #) |

Symbol zachety (wskazuje tryb pracy) |

Przejscie do trybu uprzywilejowanego: polecenie enable

— - Wylogowanie: exit
Komunikacja za pomocg CLI (Command Line Interface) Wijégie 2 trybu uprzywilejowanego: disable
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:WerSja systemu: show version amie¢ blyskowa Flash: show flash

: |
k Polecenie show flash |

FRuuler>

Foscoishow ‘"’“*m’\| Polecenie show version ‘ Fouter>
Router:-

Cisco Imteraetworx Opsrating System Scftware Foutersghow flash

08 {(tm] O 0 Saftwara (C2800-JKS8S8-M), Versian X .

1Z.,2112c), AELEASE SCFTWAERE (fcl) S_Y{sl‘,em flash dlrectj[y.

iscc Systems, Inc. Eile Length Hamefstatus

Copyright ¥
C . 6:36 by kallythw 1 ¥580916 c2700-js-mz.121-3.T.bhin

C, data-pase: JIxE1SEFERES [JB60280 hyles used, 2307625 dvailable, 8353605 Lulal]
Wersja Systemu 192K bytes of processor hoard System f£lash {Read/Write)

rap, Versien 11.3(2)X¥Ad, EELEAS

RE (£21) Routers|
2z uptime i3 & weeks, 2 days, L/ hours, ¥ minutes
by reloac

laeh:c26C0=-jkis .122-12c.bin"

Inage -ext-base: 0xg000

‘ Plik z wersjg systemu w pamiegci flash

(MPCBED! processor |revisicn 2x1C2) with
114% bytes of monery

Inicjowanie pracy routera Inicjowanie pracy routera

Podczas uruchamiania routera wyswietlane sg na
ekranie konsoli rézne uzyteczne informacje m.in. o

. Kol F adewanie kndu
[ ROW - P -
> unchoimizniowy uruchoimieniowego

e — rodzajach interfejséw urzadzenia:
Pemigé  —————— gomgramowanie
blyskowa - Cisco Znajdowanie | ladowan &
* Internetworking systemu operacyinego
sSerwer TFTP Operating Syster Busun 2500 (BOSS) emulalur (revisivn 5.0) will 20480K/512K simulaled memvcy .
D0ss, Version 5.0
- — 2 Bthernct/IEEE 802.3 intcrface{a)
—_— .
NYRAM Znajdowenie i tadowanie 2 Serial network interface(s)
e Configuration plku kunfllglﬁlracyjnegu 3 ISDN Baeio Rate interface|e}7K bytes of eimulated non-volatile configuration memory
Serwer TFTP f———— e Y1lY2ZK hytes of sumlated precessor flash (Keadfwrite)
Kanscla ——N konfigurowania setup

Kolejne czynnosci podczas uruchamiania routera

Router |

e e e e

 Tryb konfiguracyjny SETUP Role of Internetwork Operating System (I10S)

Identify the relationship between 10S and config

Jesli w pamieci NVRAM nie ma zadnego prawidtowego Confguraiion Fios
pliku konfiguracyjnego, system operacyjny szuka
dostepnego serwera TFTP. Jesli serwer TFTP nie zostanie NRAM
znaleziony, rozpoczyna sie dialog konfiguracyjny. e e

\
Dialog konfiguracyjny mozna wywota¢, usuwajac startowy ot A g
plik konfiguracyjny i uruchamiajgc ponownie router. o s GCgme.

Kolejnos$¢ czynnosci (w trybie uprzywilejowanym):

erase startup-configuration Contourtonsdtsclarge | =i > RwhrCriarsin oz
rel oad X
- -




Role of Internetwork Operating System (10S)

Recognize that Cisco 10S is modal and describe the
implications of modes

105 Made Hisrarchical Structure

User ECEC Command-Fouter>

ping
show {Lizited)
anable

Glebal Cenfiguration Commands-Reuter (canfig) |
conrigirs .~ hostnane
oto.. " snable secret

ip route

interfice stheriet == Inzerface Commands-Router |config-1if)8
serial

Ert
are.

zouter  mip =
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Role of Internetwork Operating System (10S)

Define the different modes and identify the |
mode prompts in the CLI

105 Primary Modes

User EXEC Mede Global Configuraton Node
Limited exanmination of routsr. Shnple con‘iguration conimands.
Remaots access.
Switchk(confighh
Switehy Reuter (confight
Foutars
Privillsged EXEC Mede Othar Configuration Modss
\DetaIGT EXAMINATION OF FCUTeT, COmpiek and multpie-ing
Debugging and testing. File sonfiguraions.
manipulalion Remnta acoass
Swivend Swd toh (eonf ig-mads) §
Fovtard fovter(config mods)#

Role of Internetwork Operating System (10S)
Identify the basic command structure for
I0S commands

Basic [0S Command Structure

Routerrplag 192.168.1C.5

O R

Router>show ip protocals

Prompt commands are followed by a space and then the.
keyword or arguments.

Lista polecen ,?”, podpowiedzi
kontekstowe

Whpisanie w linii polecen znaku ,,?" udostepni liste polecen
w kazdym z trybdw.

Mozliwe jest tez wykorzystanie pomocy kontekstowej
i uzyskanie listy parametréw dla kazdego z polecen np.:

show ?

udostepnia liste mozliwych parametréw dla polecenia show

Mozliwe jest takze stosowanie skrétéw np.
Sh zamiast show. Mozna rozwing¢ polecenia
naciskajgc klawisz Tab, np.:
Sh<Tab> -> Show

Role of Internetwork Operating System (10S)

Identify the types of help and feedback available while
using 10S and use these features to get help, take shortcuts
and ascertain success

Context Sensitive Help

Example of a sequence of commands using the CLI context sensitive help

Ciscofcl? Ciscoiclock set 19:50:00 7
elear ecleck <1-31> Day of the month
Ciscodelock ? MONTH  Month of the year
set Set the time and date Clscufclock set 19 .50:00 25 €
Tiscobaleck set -
% Incomplete command invalid Lrput detected at ‘"' marker
Ciscobeleck sat 7 Ciscotclock set 19.50:00 25 June
hh:mm:ss Corrent Time complets command
Ciscobcleck set 19:50:00 Ciscoiclock set 19:50:00 25 June ?
& Incomplete command <1993-2035> Year
Command explanations Cizcotelock sel 19.50:00 25 June 2007
Incomplete Command messages Ciscod

Invalid input messages

Variable formats —

Role of Internetwork Operating System (10S)

Identify the purpose of the show command and
several of its variations

o8 provide tion d status of
parts of a Cisco router.
Router# show version Routerf show flash Router# show interface
v RAM NVRAM | v
Internetwork Operating System
Active Tables Backup
Programs  Configuretion | and Configuration
File uffers. File
1 S
Routerk show processes | Router# stow memory
cpy Routerd srow stacks

Routerd show buflers

HoUTerg show running-caniig KOUTr§ SHoW STAITUP-CONTig




Role of Internetwork Operating System (10S)

Identify several of the configuration modes, their
purpose and their associated prompt

105 Configuration Mades

User EXEG mode Bt
I
Privitsgod EXEC mode Baurark
1
Glabal configurstion mode Routar (configld

[ el et B

Epoctic ccnfguraton mode

e ot ity 413
- e
= G |
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Use Cisco CLI Commands to Perform Basic Router &
Switch Configuration and Verification

Explain the reasons for naming devices

Basic Configuration Using Cisco 10S

Wiithout names, network devices -
are difficult to identify for
configuration purposes.

Use Cisco CLI Commands to Perform Basic Router
& Switch Configuration and Verification

naming conventions

Cenfiguring Devise Names

CarpusHQ PhoenixHQ
Flour_Blutt
AtlantaHQ™~,
Name network deviees to identity them for RN
configuration purposes.

Router>

Router>enable

Routerd

Routerfconfignre tarminal

Atlantang (contig) b

Use Cisco CLI Commands to Perform Basic Router
& Switch Configuration and Verification

Describe the role of passwords in limiting access to
device configurations

Limiting Device Access - Configuring Console Passwords

Console Password

Switea|corfia) #line console 0
gwitch lcorfig-line) #password oisea
This configuration 7 switeatcortig-line)#login
results in this console -
login process when th

"9‘;‘, “;t‘" on -.-; ~ Press RETURN to get started!
Switehis next access T User Accses verification

Passwora:
switen>

Fassword characters not displayed
when eriter

Use Cisco CLI Commands to Perform Basic Router
& Switch Configuration and Verification

Describe several ways in which access to a device
configuration can be limited

Limiting Devies Aczess
Configuring Telnet and Password Encryption

Virtual Terminal Password

Rentar (o

Fio)dline wby 0 4
line) fpasaverd clase
1ine) #login

Reuter (e
Router (contig=

Enable Password
Router (conti1g) denable password sar fran
Enable Secret Password

Router (confly) denable secret cisce

Strongly encrypted password

Use Cisco CLI Commands to Perform Basic Router
& Switch Configuration and Verification

Use the CLI to set passwords and add banners to a
device

Limiting Device Access - Login Banrer

1AB_A(ecntig) bbarper motd # This 1s & secure system. Authorized Recess ONLY!!! #

A

™ Delimiting characters not included in message

This configuration
results in this message — -
of the day banner LB A con is new available

Press RETURN to get stasted.

[Thin 1n A mecure system. Rutherized Receas
v vs 11




Use Cisco CLI Commands to Perform Basic Router
& Switch Configuration and Verification

Trace the steps used to examine the startup config, make
changes to config, and replace the startup config with the
running config

Checking Configuration Fiies

Rosterd snov running-esnfiguration

.

e—
o
L

e g

The active
coniguration can
br copedta
HVRAM.

running-contiguraticn startup
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Use Cisco CLI Commands to Perform Basic Router
& Switch Configuration and Verification

Use basic I0S config commands to manage a device.

Rotterfcopy running-config tftp
Romote host []7 131.108.2.155

Name cf coniiguration tile to writs|tokyo-contic]?tokyo.2
Writs file tokyo.2 to 131.108.2.155% [confirm] y

Writirg tokyo.z !iirt! |OK)

Use Cisco CLI Commands to Perform Basic Router
& Switch Configuration and Verification

Use a text file to backup and restore config settings

saving to a Text File in Hyperterminal

In tha ferminal session
1. Start the text capture process
2. Issue @ show Tunning-config commanc

3. Sop the capture process
4. Save the test file

Use Cisco CLI Commands to Perform Basic Router
& Switch Configuration and Verification

Identify the role of a router in a network.

Canfiguring Router Interiaces
Allinterfaces are accessed by Issuing the interface command at the alobal configuration prompt.
In the follewing commands, the fyr~ argument includes serial, ethernet, fastethernet, anc cthers:

Rontar (eonfiy)#inkerfass fype port
Router (config)#intexfave Lype slot/port
Routsr (config) #interface type slot/subslot/port

The follewing command is usec to administratively turn off the interface:
Ravtar (config-if)#shutdown

The follewing command is usad to turn on an intzrface that has been shutdown:
Router (eanfig-if)éne shutdown

The following command is usac to quit the current interface configuration mode:
Bouter (config-if)fewit

When the configuration is complete, the interface is enatled and interface configuration mede is exited.

Use Cisco CLI Commands to Perform Basic Router
& Switch Configuration and Verification

Describe the purpose of having multiple interfaces
in one router

Configuring Router Ethernet Interfaces

CISCO 1841

3ce FzstEthernet 070
192,168,101 255,255,255.0

cs
on

Use Cisco CLI Commands to Perform Basic Router
& Switch Configuration and Verification

Explain the purpose of assigning interface

descriptions to a router

Router Intarfaces Descriptions

CISCO 1841

iq) finterface /o
Router(config-if) #deseription Buildine B Sales LAN
Router (config-if) #exit

Description s al text aftsr this space Irtedace Jescription used for intemal network
decumentation

Router (config) Finterface Serial 0/0/0
Router (config-if) description To Perth CKT-PT27834355-01
Router (config-i£) Bexit

Dasarigtion is al text afler this
mace




Select, Apply, and Verify Appropriate Addressing
Parameters to a Host

]
Given a type of host and a master addressing scheme, trace the steps
for assigning host parameters to a host

Testing Lozal TCP/IP Stack

o] opatiies

Beners putberocaion, | Advarced|

Pinging the lozal hoet confirms that
TCPIIP Is Installec anc working on
the local network adagter.

Cornsct sy
W kRl it | (i
Thi cgenecinuses i ellrirg

7 005 Packet Schedes ~

< »
(e ) (oo
Descacion
Aleucsyeg eomputerto cces esuscen en sk
Pinging 127.0.0.1 causes a device P :
ta ping itself
] Shimrcen 1 icatin seamten cormecied
2] Nebdygze when s corrachaon b ded  ro eoremciy

T
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Select, Apply, and Verify Appropriate Addressing
Parameters to a Host

Trace the steps for using ipconfig/ifconfig to verify host parameter
assignments and for using ping to test assignments

Interfsce Tasting

Select, Apply, and Verify Appropriate Addressing
Parameters to a Host

Identify two ways parameters can be assigned to hosts

‘ Omica ‘ [ ]

Output oo Irtorfase Testing
=

= i

Podsumowanie

+ Oprogramowanie Cisco 105 jest oprogramowaniem zarzadzajacym funkcjami routingu i
preelgczania w urzadzeniach sieciowych.

- Oprogramowanic Cisco 108 uzywa interfejsu wiersza polcoen (CLI) jako tradyeyjncgo
srodowiska konsolowego.

+ W oprogramowaniu Cisco 108 wystepujg dwa poziomy dostepu: iryb EXEC uzytkownika i
uprzywilejowany tryb EXEC.

+ Router rozpoczyna prace, tadujgc kod uruchomieniowy, system operacyjny i plik
konfiguracyjny.

+ W routerach Gisco informacie o starie sa wyswistlane przy uzyciu wskaznikow LED.

Co na laboratorium ?7??

Koniecznie przypominamy sobie:
molP?
m 0 regufach adresowania
m 0 podziale sieci na podsieci

Bedziemy tworzy¢ nowg topologie sieci i
realizowac ja na routerach CISCO.




